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I. 06uÊHe HOJIOKEHMSI 

CoBpemeHHaA o6pazoBaTeJIbHaN cpena Bce aKTHBHee HHTerpupyer n)poBbIe 

TeXHONorHH, YTO TpeóyeT 0T yuHTeJIei He TOJIbKO BJla[EHHI MHCTpYMeHTaMH 

AHCTaHIHOHHOro obyyeHHA H I;HppoBbIMH pecypcaMu, HO H OCBeIOMITeHHOCTH B 

o6J1acTH KHOepQe3onacHOcTH. YynTeJIA HrpaioT KJIIO4eByIO poJTB B þopMupOBaHHH 

LIHOpOBOH KYJbTYPbI OóyyaiouiHXCA, ObecrneyeHHH be3oI1aCHOro HcnoIb3OBaHHA 

HH)opMalHOHHLIX TeXHOJIOTH� H 3alHTe nepcoHaJIbHLIX jaHH5IX B O0pa3OBaTeJTbHOM 

Iipouecce. 

IIporpaMMa nOBbIEHHA KBaJIHHHKaIHH yYHTeNeÝ paspaboTaHa B paMKax 

rpaHTOB0r0 uHaHCHpOBaHHA poeKTa MPH AP19678646 
«IIenaroruyeCKoe 

obecneyeHHe 
KHõepõesoMaCHOCTH IIKOJILHOm cpenbI C HCIIOJIL30BaHHeM KOMIJIaEHC 

MeHeNKMEHTa>> H COCTaBJIEHa Ha 0CHOBe CJIenyroIHX 1OKyMeHTOB: 

1. 3akOH PecrryQnHKH KasaxcTaH OT 27 HOIA 2007 roxa No 319-III. «O6 

oópazoBaHHH» C H3MeHeHHAMHH 1On0JIHeHHAMH Ha 15 anpeia 2025 ron. 

2. 3akOH Pecty6IHKH KasaxcTaH OT 24.11.2015 r. «O6 HHþopMaTH3aLHH» C 

H3MeHeHHAMM H J010JIHEHHAMH Ha 08 AHBapa 2025 rOna. 

3. 3akOH PectyQ1uKH KasaxcTaH oT 1 HIOIA 2024 rona No 103-VIII 3PK «O 

Hayke H TeXHOJIOTHYeCKOm IOJIHTHKE». 

4. IIpaBHNa npoVunaKTHKH TpaBIH (6ynnHHra) peoeHKa, IIpHKas MHHHCTpa 

IpocBeIEHHA PecITy6J1HKH KazaxcraH oT 21 neKaQpa 2022 roxa Ne 506. 

5. 3akOH PecnyQIHKH KasaxcTaH 0T 3 Mas 2022 rona No 118-VII 3PK «O 

BHeceHHH H3MeHeHH� H 1OnOJIHEHH� B HeKOTopbIe 3aKOHOMareJIbHbIe 

PecnyQIHKH Ka3axcTaH no BOIIpocaM 3auT5I mpas peoeHKa, oopasoBaHHS, 

HH)oPMa;uH H HH)opMaTH3a;MH». 

6. IlocIaHHe IIpesHFeHTa PecnyQIHKH KasaxcTaH Hapony KasaxcraHa 

«HOBoe noJIHTHeCKoe HanpaBieHHe rocyAapcTBa co CrparerHeH KasaxcTaH-2050», 

14 nekaQpa 2012 rona. IIpuopuTeTEI HaieH paóoT5I B C)epe oopasoBaHHA: «MbI 

I0JIKHbI HHTeHCHBHO BHeIPATE HHHOBaLIHOHHbIe METOIBI, PeIiEHHA H HHCTpyMeHT5I 

B OTeYeCTBeHHYIo CHCTeMY OopasoBaHHA, BKJIIOYAA AHCTAHIHOHHOe ooyyeHHe H 

obyyeHHe B pexAMe OHJIa}H, J0CTYIHBIe AJIA BCeX KEJIAFOIHX. 

aKTHI 

7. HaHOHaJNbHbI� IJaH pasBuTHA PecnyQIHKH KasaxcTaH Io 2029 rona. rOT 

AOKYMeHT PbIJI yTBepxnëH YkasoM IIpesuneHTa PecriyQIHKH KasaxcTaH OT 24 an1peJS 

2024 rona No 611. 
o6eo6A3aTeJIbH5Ie 

AOIKOJIbHOTO CTaHJapTbI 
8. T'ocynapcTBeHHbIe 

BOCIIHTaHHA H ooyyeHHA, HayaIbHOr0, 0CHOBHOTO cpexHero H 00Êero cpeNHero, 

TeXHHYeCKOrO H npoheccHOHaIbHOrO, nocHecpeNHero oopasoBaHHA, TIpukas 

MuHHCTpa npocBeIeHHA PecnyoIHKH KasaxcTaH OT 3 aBrycTa 2022 rona No 348, c 

H3MEHeHHAMH H 1010JIHeHHAMM Ha l5 aripeJIA 2025 rola. 
XapakTepueTHKH 

A01KHOCTed 

9. TunoOBbIe KBaJIH)HKauHOHHbIe 

nenarorHYeCKHX paboTHHKOB H IpupaBHeHHLIX K HHM JIMI;. lIpukas MOH PK oT 13 

HIOJIA 2009 rona Ne 338 - B pexakUHH IPHKa3a MuHHCTpa oópazoBaHHA H Hayku PK 



0T 30.04.2020 No 169, c BHeceHHbIMH H3MeHeHHIMH M 101OJTHCHMAMM TIpHKa3OM 
MHHHCTpa npocseyeHna Peciny6nHKu KazaxcraH OT 30 ar1pena 2025 rona No 98. 

10. KoHuenus KuoepQesonaCHOCTH ("KMõepuwr KazaxcraHa"). YTBepxFeHa 
IlocTaHOBJJeHHEM IIpaBuTeJIbCTBa Pecry6sIHKH KasaxcTaH or 30 MIoHA 2017 rona No 
407 (c H3MeHeHHAMH Ha: 17.03.2023). 

11. KOHuenHA TpaHcVopMauun, pa3BHTHA OTpacHH 
HHQopMaunOHHO-KOMMYHHKaL\HOHHbIX TeXHOIOrMÄ H KHOepõezoriaCHOCTH Ha 2023 -
2029 roJbI, YTBepxneHHas IlocraHOBJJEHHeM IlpaBHTeJIbCTBa PecnyoJIHKY KazaxcTaH 
oT 28 Mapra 2023 rona No 269. 

HopoBoH 

12. TIpoeccHOHaTbHLIG CTaHjapr "Ilenaror", yTBepxIeHHBI� IIpHKasoM M.o. 
MuHHCTpa npocBemeHHa PecnyQnHKH KasaxcTaH 0T 15 IeKaopa 2022 rona No 500. 

13. CraHlapr KHÐepQesonaCHOCTH CT PK IECPAS 62443-3-2017 «CeTH 
KOMMYHHKaLHOHHbIe npOMbILIJIEHH5Ie. 3auHILeHHOCT5 (KHOepõesonacHOCT5) CeTH H 
CHCTeMb1. MacTb 3.3au1HuIeHHOCTH (KHõepõesonaCHOCTE) IIpOMBIIIIIEHHOro iporecca 
H3MepeHHA H ynpaBneHHA» (IEC PAS 62443-3:2008 Security for industrial process 

measurement and control - Network and system security, IDT). 
14. TpeõoOBaHuA K KOMIIeTeHILHAM PyKOBOIHTeNeH paõoTHHKOB 

nONpasneneHHÄ HHOOPMauHOHHOH 6e3onacHOCTH, BKJIIOHaA TpeoOBaHHA I0 
IIOBbIIIIeHMIO KBaIHOHKaLHH IHU, OTBeTCTBEHHLIX 3a o0ecneyeHHe HHHopMauuoHHO� 
Oe3onaCHOCTH, IlocTaHOBJEHHE IlpaB1eHHA AreHTCTBa PeciiyoJIHKH KasaxcTaH o 
pery1apOBaHHIO H pasBATHIO QHHaHCOBOrO pbIHKa oT 21 ceHTõpa 2020 roga No 89, c 
H3MeHeHHAMM Ha 20 Mapra 2025 rona. 

15. IlocTAHOBJJEHHe IlpaBHTeJIHCTBa PecIyQJIHKH KasaxcTAH 0T 13 Mag 2024 
rona No 372, 0 BHeceHHH H3MeHeHH� H 1010IHeHH� B IIOCTaHOBJIeHHe 
IIpaBuTebCTBa PecnyonuKH KazaxCTaH 0T 20 neKaopa 2016 rona Ne 832 "06 
yTBepxAeHHH eNHHbIX TPeóOBaHH� B 06J1aCTH HHØOPMaIHOHHO-KOMMyHHKaHOHHBIX 
TeXHOJIOru� H 00ecneyeHHA HH)OPMaLIHOHHOm õesoaCHOCTH". 

OQpasoBareNBHas iporpaMMa Kypca IIOBLIIIIeHHA KBaIH)HKauHH 
"KnQepõesonacHocTH 3auwTa HH)OPMaLHH B oQpa3oBaTeIbHOH cpene" 
IIpeAHa3HaYeHa yuureNeH opraHH3auu� cpexHero oopasoBaHHA (Aanee CayuaTeJTH). OHa Hanpa.IeHa Ha pa3BUTHe KOMIIETEHLH� CIyuaTeJiem B BOIIpOcax 
ipoqunaKTHKH KHóepyrpo3 cpenu y4auxcA.B xone Kypca C1yIMaTeJIH O3HaKOMATCA 
c oCHOBaMH KHÐepQesonaCHOCTH, npHHLANaMH e3onaCHOH paQoT5I B LHOpOB0H 
oQpasoBaTeJIbHOH cpene, MeTONaMH 3a\HTEI IIepcOHaJIbHbIX .aHH5IX H CTParerHAMH 

popMupOBaHHS IHopOBOG rpaMoTHOCTH Y IIKOJIBHHKOB H CTYJeHTOB. 
CeronHA yyUTeiAM IIKOJI He06x0NMMO He ToNbKO OCBaMBaT5 COBPeMeHHLIe 

oopasoBATeJILHbIe TeXHOJIOTHM, HO H yMeTH HIeHTHOHL;HpOBaTb I1OTeHLHaJTbHbIe 
pucKH opoBoM cpeFbi, npegoTBpamatb yTeYKH AaHHLIX H 06y4aTb yyauuuxCA 
be3onaCHOMY IOBeNEHHIO B HTePHeTe. Ocob0e BHHMaHHe B Kypce yieiAeTCA 
MeTOJMYeCKHM acrieKTaM IIpenn0naBaHHA 0CHOB KHOepoe3oiaCHOCTH, OpraHH3aiMH 
paboTbI C ponuTeJIAMM yyamuMHCA IIO BOIIpocaM UHQpOBOM THrHeHbI, a TaKxe 
HHTerpasun ipuHIHNOB KHÑepõezonacHOCTH B 06pazOBaTeJIbHBI� IIpOecc. 



KHoepbezonacHOcTb B 06pasoBaHMH OXBaTBIBAeT IIHpoKHÝ CrIeKTp BOripocOB: 

OT TeXHHYeCKHX acneKTOB 3aMT5I 1aHHbIX I0 )opMHpoBaHMA L(HþpoBoA KyJIBTYpbI 

H OTBETCTBeHHOrO 10BeneHHA B CeTH. BakHoD 3ajaHem Kypca sIBJISTeTCA pagBMTHE 

yyTeNeH KOMInereHIHH B 06nacTH LHopOBoM rHrHeHbI, HaB6IKOB paboTbI c 
HCIIOJI63OBaHHA 3auMTH6IX 

aHaJIM3a pHCKOB 
InepcoHaJTbHbIMH AaHHbIMH, oCHOB HH)opMaLHOHHO} 

IIOHHMaHHA IpaBOBbIX TaKKe 
HHCTPyMeHTOB, 

OesonacHOCTH B oopasoBareNbHbIX yupexneHHAX. 

Kypc opheHTHPOBaH Ha yyuTeJIeHA o6leo6pazoBaTeIbHLIX LIKOI, HO TaKKe 

MOKET 65IT5 IOJIE3EH AJIA IIpenonaBaTeJTem KOJJIENDKEH H By30B, MeTOIHCTOB H 

anMHHHcTpaTopoB o6pasoBaTeJlbHBIX yupexIeHH�. Illo 3aBepreHHH iporpaMMbI 

IoJIYYeHHBIe CMOryT shheKTHBHO +pHMeHITL 
CJIYIHATeIH 

npoecCHOHaIBHOH 1eATeJTbHOCTH, pazpabaTbIBATH MeTOIHYeCKHe peKOMeHIa[HH IO 

KHÐepbesonacHOcTH JJIA o6yyaroLHxCA H KOJIJIEr, pogureTeH, a TaKKe nOB5IIMaT5 

IHOPOByo esonacHOCTH 0QpasoBareNbHOH cpen. 

YpoBeHb 00pasoBAHHA: opraHn3aIHH cpeAHero obpasOBaHHA. 

3HaHHA 

Kareropua cIyuuaTeJieG: yuHreJIA opraHusa;H cpeFHero oQpazOBaHHA. 

KoJIHYeCTBO YacoB: 80 yacoB. 

A3bIK ooyyeHHA: pyccKuo, KasaxcKH�. 



MHVopMaunonnas 6c3011acHocTb 
cóanaHCHpOBaHHLIX HHTepecOB JIHYHOCTH, 06IIeCTBA H rocyIapcTBa OT BHeIIHUX H 

COCTOSIHHC 3aulMIIeHHOCTH 

BHYTpeHHHX Yrpo3 B HH)OpMaunOHHOA chepe. Ee3onacHOCTH HnpopMaunn 

II. LJoccapuH 

HeKENaTeNbHOTo (1JUA C00TBeTCTBYIO|HX cyÛbeKTOB HH()opMaunOHHBIX OTHOIIeHo) ee pazrNaueHHA (HapyueHH KOH)HJICHL;HaJTbHOCT), MCKaxeHMA (HapyueHMA seNoCTHOCTH), yTpaTbl HJIH CHHKEHMA CTeieHH N0CTYIIHOCTH HHOoPMauHH, a TakKe He3akoHHOrO ee THpaKHPOBaHHA. 
Be3onacHOCTb HHHopMaunonnoú 

3a[HiIIeHHOCTH MHHopMaunn OT 

TeXHOIOTHYECKoro npouecca nepepaQoTKH HH)OpMaLLHH. 

3au1uIaeMaa HH)opMalHA 

TeXHOJIOrHH 

3amuTa HHHopMauHH - 1eITeJIBHOCTb II0 IpenoTBpateHHIO yTeYKA 3ai\HIIaeMOM MHQopMauun, HecaHKUHOHHpOBaHHLIX 
BO31eHCTBH� Ha HH)opMaHIO. 

3aii[HIeHHOCTH 

3auunTa MHHopMaunn 0T HecaHKUHOHHpoBaHHOro 1eATeJIbHOCT5 IIO IIpejoTBpameHHKO nOIyyeHHA 3aHHTepecoBaHHBIM CyQbeKTOM 3auHjaeMoA HH)OpMaIAH 
AOKYMeHTaMH HJIH CO6cTBeHHHKOM, B1aneJTBIeM MH)opMauuH IIpaB HJIH IIpaBuJI 

HapyiieHHEM ycTaHOBJIeHH5IX ipaBoBbIMH 

AOCTY+ak 3aunuaeMOH MHHOPMaHH. 

KuÑepnHUHAEHT 

COCTOAHHe 

Her+penHaMepeHHbIX 

coocTBeHHOCTH H IOIJIEKAIaA 3aiHTe B CO0TBeTCTBHH C TpebOBaHHAMH IIpaBOBbIX 
HHHOPMalHA, ABJIAIOIIagcA npenMeTOM 

AOKyMeHTOB HJIH TpeboBaHHAMH, ycTaHaBJIHBAeMbIMH C06cTBeHHHKOM HHHOPMauu; 3JnoyMbIIMJJEHHHK - HapyIHTeIb, AeHCTEYIOnuÝ HaMepeHHO H3 KOpbICTHBIX, HneMHbIX HJIH HHbIX IIOOyxneHH�. 

A0CTYla 

KuÑepaTaka IeJIeHanpaBieHHOe BO31eHCTBHe IporpaMMHLIX H (HJIH) IiporpaMMHO-aIIapaTHBIX cpexcTB Ha o6beKT5I HH)opMaHOHHO� HHOpactpyKTypbI, ceTH 9JIeKTPOCBA3H, HCIIOJIb3yeMbIe 1JIA opraH3aIHH B3aHMoneicTBHA TaKHX o0beKTOB, B leJIAX HapyHeHHA H (HIH) ipeKpameHHA HX HyHKIHOHHpOBaHHA H (HIH) cO31aHHA Yrpo3bI Pe3onacHOCTH oQpabaTbIBaeMOM TaKHMH o0beKTaMH HHOOpMaLHH. KuÑepõesonacHocTL 
MHOpacTpy KTypbI H CoIepKameHCA B He� HHOoPMauH OT BHeIHHX H BHYTpeHHHX 

3ailHjeHHOCTH HH)OPMauuOHHO� 
yrpos. 

KuoepoyJIAHHr - 9TO TpaBJIA C HCIIOJIb30BaHHeM IHopOBLIX TeXHOJIOrH�. KubepQyJIJIHHr MOKET ipoucxOMTH B CO;HaJIbHbIX ceTAX, MecceHKepax, Ha HrpoBLIX IIJIaTHopMax H B MO6HJIBHbIX TeJIeOHax. STO leIEHanpaBIeHHAA MONeNb 1OBeNeHHA, KOTopas cTaBHT CBOeH 3aFaueH 3a1yraTb, pas03/1HT5 HJIH ONO3oprTE TOro, KTO CTai o0beKTOM TPaBJIH. 
coObITHe, KOTOpoe paKTHYECKH HJIH nOTeH;HaJIbHO yrpoxaeT KOHOHJEHIHaJIbHOCTH, Iel0CTHOCTH, 104IHHHOCTH, 10CTyIHOCTH H coxpaHHOCTH MH)opMaHH, a Takke ipenCTABJIIET COP0om HapyIIEHHe (yrposy Hapy1ieHHA) IIOJIHTHK 6e3onacHOCTH. 

KubepTeppopnM - aTaKH Ha MHþopMa;uOHHbIe CHCTeMbI, Hecyulue yrpo3y 310pOB5IO H KH3HH JIIONeH, a Takxe criocoÓHbIe CipoBO;HpOBaTb cepbe3HbIe 



HapyuueHHA yHKIHOHHpoBaHua KpHTHYecKH BaKHbIX O05eKTOB B IteAX OKazaHHA 

BO31eHcTBHA Ha 1pHHATHe peieHH0 opraHaMH BJIacTH, JIHbo BOCIIperisTCTBOBaHHA 

JIHPO ycrpatiieHHH 
HIH HHOd o61u[ecTBeHHOd ÊEATeJIHHOCTH, 

InO1HTH4eCKOH 

HaceneHHA, NHÓo lecTa6HH3aiHH o611ecTBeHHoro riopaJIKa. 
IOfTycKaTb 

KonounennnanbHOCTH HHpopMann1 

pacnpocTpaHeHHA 1 (HJ1H) npenocTaBJIeHHA HHþopMatiHH Oe3 corracHa ee o61anatena 

HIH HHOro oCHOBaHHA, IipenycMOTpeHHOro 
3akoHONaTeJTbHBIMH aKTaMH PecrryosTHKH 

KasaxcTaH. 
061anaTeIb MHhopmaun 

cyobeKT HHHopMal[HOHHbIX OTHOIJeHHÁ, 

I101y4HBIH paBa obJNanaTelA HHHopMauMH IIO OCHOBaHHAM, ycTaHOBTeHHbIM 

akTaMH 3akoHONarelbCTBa PecnyoJiMKH KazaxctaH, HIIH IIO IorOBOpy. 

IlapanurMa oópasoBaTeJIbHaN TO COBOKYIIHOCTH TeOpeTHYeCKHX M 

MeTOIH4eCKHX IpennocLIJIOK, OipeneiaIOIHX KOHKpETHBIe IeDCTBHA TIemarora B 

pas1HYHLIX BHlax oopazOBaTeIbHOM 1eATeJIBHOCTH, IIpeirIOCBIJIOK, KOTopbiMH OH 

pyKOBOICTEYeTCA B KayecTBe oQpazja neHcTBHA. 

IlapanHrMa IegarorHYeCKaA � CHCTeMa 

co6oH cOBOKYIHOCTH 

oCHOBAHH�, IIOHATHH 
ipejcTaBJIAIOIas 

He TpeóOBaHHe 

MeTOIOJIOTHYeCKHX 

IlenarorHYECKOÝ neATeJIbHOCTH. 

IlepconaIbHbIe naHHbIe 

Hay4H0-I1enaroruYeCKHX B3TJIANOB, 

IOIOKeHH�, 
TeopeTHYeCKKX 

ueHHOCTHBIX KpATepeB 

OCHOBHLIe H Aon0JIHHTeJIbHbIe 
riepcOHaTbHbie 

1aHHbIe u3HYeCKOro JIHLa, IIOIJIEKaIue B COOTBeTCTBHH C 3aKOHOMaTeTBHBIMH 

aKTaMH Peciry6JIHKH KasaxcTaH BHeceHHIO B perucTp HaceneHHA, a TaKKe HHbIe 

naHHLIe, IIO3BOJIAIOIIHe HIeHTHOHIHpOBaTH TaKoe JIHIO. 
cyQbeKT HHOOPMauHOHHBIX OTHOIeHHÄ, 

IloJb30BaTeIL HH)OpMauuH 

noTyyarou�, pacnpocrpaHSIOIH� H (4NH) npegocraBJIAIOLIH� HHØOPMauHIo, 

peaiH3yIOIIM� IIpaBo Ha nOJIb30BaHHe ero. 

IloJIb30BaTeJb HHHopMauHOHHOH cHCTeMbI H (HIH) HHopvauu0HHOH 

ceTH cyQbeKT HH)OpMa;HOHHLIX OTHOHEHHÄ, noy4HBIH� A0cTy II 

HHØOPMauHOHHO}� cHCTeMen (uIH) HHHOPMaHOHHOC CeTH H NOIb3YIOLIHMCA HMH. 
neHCTBHA, HanpaBTeHHbIe 

IIpenocTaBJIeHHe HHHopMaunu 

03HaKOMJIEHHe C HHHoPMaL;Hem oipegeneHHOrO Kpyra Iuu. 

K 

Ha 

CHCTeMa HHHopMauHoHHOl õe3onacHocTH - cOBOKyIHOCT5 (KOMIIeKe) 

cneLHaIBHLIX Mep IipaBoBOTO (3aKOHOJaTeNbHOrO ) H aFMHHHCTpaTHBHOrO XapakTepa, 

opraHu3a+HOHHbIX MepoIIpHATHH, QH34YeCKHX H TeXHH4eCKHX (porpaMMHBIX M 

ariinapaTHBIX) cpencTB 3aIHTbI, a TakKe cIELLHaJIbHOrO IIepcoHala, IipeNHa3Ha4eHHbIX 

IJNA 00ecneyeHHA HH)OPMa;HOHHOG õesonacHOCTH BaHKa. 

CKaM -9TO MOlEHHHYecTBO B ceTH MHTePHeT. 

CpencTBO 3alHTBI HHHopMauHH � TeXHHHeCKOe, IiporpaMMHOE cpeNCTBO, 

BelecTBO H/MJIH MaTepuai, InpeAHa3HaYeHH5Ie MJIH HCInOJIb3yeMbIe JIA 3alswTBI 

HHHopMaLHH. 

CMHIIHHr � BHI MOUueHHHYecTBa, |eTbIO KOTOPOro ABJIAETCA IlepeXOT Iio 

CCBIJIKe H3 SMS H/uJIH 3arpy3KH BpenOteCEro IiporpaMMHOro o0ecIneueHHA. 

CMMIIHHr-Co06seHHe oObI4HO HMeeT CXOKH� BHeIHH� BH. COOQLeHHA OT PaHKa, 



TOcynapcTBCHHOro yypCKJIeHHA, O1epaTopa TJeKTPOCBI3H, M3BeCTHOrO MarazHHa, a Takke O BHe3aiHOM Bb1HI)LIIIe B JIOTepeIo MJIH aKIIHH H TJI. 
Vrpo3a - pclbHO HJIH IOTCHIIMaJIbHO BO3MOKHbIe JieDcTBMS IIO peat3auHH onacHbIX BO3/NCÁCTBYIOUIHx hakTopoB c IeIbIO IipeIHaMepeHHOrO HJIH CIIY4aHHoro (HeyMBIIJNCHHOTo) HapyueHMA peKIMa )yHKILMOHHPpoBaHua o0beKTa H HapyuieHHA CBOMCTB 3aillHUlacMOm HH)opMauHH HIH JIpyrux pecypcoB o6beKTa. Yrpo3a 6esonacHocTH HHhopMauuH - iOTeHIMaTbHO BO3MOKHOe coObITHe, NeMCTBHe, pOlecc MJIH ABJICHHe, KOTOPoe MOKET IpHBecTH K HapyiteHMIO KOH)HAeHUHaNbHOCTH, LIeNOCTHOCTH, IOCTyHOCTH HHHopMauun, HenpaBOMepHOMy ee THpaxupoBaHMIO, KOTOPoe HaHOCHT yuepo coocTBeHHMKY, BlaFeNbUy HIH IOJb30BaTeJIIO MHHopMauHH. 

HUHHr BHI MOHeHHMYeCTBa, leJIb KOTOPOro ABJIAETCA IOJIY4eHHe KOH)HIeHUHaIbHbIX AaHHbIX IJIA n0cTYna K pasiuYHSIM cepBHcaM (9JTeKTPOHHOÝ InO4Te, cTpaHHLe B COUHaIbHOM ceTH, HHTepHeT-6aHKHHIY H T.I.). 

TaKKe 

I[|uopoBaa rHrHeHa 9TO CBOI IpaBHJI, CJIeIyA KOTOPBIM, YeJIOBeK obecneyHBAeT Cebe MHHopMauOHHYIo PesonacHOCT5 (He aHOHMMHOCTb, a 3auHTY) B ceTH MHTepHeT. OTHOCHTCA K Chepe 3HaHnH o IHHpOBom õezoriacHOCTH. 
III. TemaTHKa IIporpaMMbI 

IUKOJIbHHKaM. 

CreneHb HOBH3HLI IIporpaMMEI «KHÑepõesonacHOCTH OQpazoBaTeTbHO} cpenbI H 3auiHTa HHHopMauuH» 3aKJIIOYaETCA B KOMIIJIEKCHOM IoNXOMe K 00yyeHHIO yyuTeJIeH ipakTHYeCKHM 3HaHHAM H HaBLIKaM ObecneYeHHA IHpoBOH õe3ornacHOCTH B Obpaz0BaTeJIbHOM IIpolecce. B oTIHYMe oT CyIIecTBYIOIHX KypcOB IO IHOpOBOm rpaMoTHOCTH, 1aHHaA I+porpaMMa HaipaBieHa He TOJILKO Ha 
MHIMBHIyalbHbIX KOMIIeTeH;U� yuuTeieç B 061acTH KHÐepQesoriaCHOCTH, HO H Ha 

pasBHTHe 

þopMupoBaHHe ux roTOBHOCTH K IIpenONaBaHHIO OCHOB IHHpOBOH be30I1aCHOCTH 

HayyHbIe HCCIIenOBaHH H npakKTHKa NOKaSEIBAKOT, YTO ypoBeHE IHopOB0H õe3onaCHOCTH oopasoBaTeNbHLIX yypeKIeHH� BO MHOrOM 3aBHCHT OT ypoBHA no4roTOBKH yYHTeJJEÄ. aHHa nporpaMMa npeiaraeT HayHO-000CHOBaHHLIe MeTONBI 06yyeHHA yYHTeJIeD IipeAMeTHMKOB, KJIacCHbIX pyKOBOIHTeJIEeH, MeTOAHCTOB H aFMMHHCTpaTopoB oopasOBaTJIBHbIX opraHH3a;u� oCHOBaM 3alWT5I HHHOPMaLHH, LIHOpOBOH 3THKH H hopMupOBaHHA KYJIBTYPLI 6e3ornacHoro nOBeneHHA B ceTH y yyauiuXCA, 

IIporpaMMa oxBATbIBAeT IHpoKH� CIeKTP BOompocoB: 0T HOpMaTHBHO ipaBoBoro peryJIHpOBaHHA KHÓepbesorracHOCTH B OQpa3OBaHHH 10 MeTOJUK npenonaBaHHA OCHOB LIHJpoBom rHrHeHbI H 3a\WT5I qaHHbIX. B Kypce HCnOJIb3yIoTCA cOBpeMeHHBIe MeTONbI anarrTaiHH oópasOBaTeJIHbIX IIporpaMM K TpebOBaHHAM |HpoBOH Pe3oacHocTH, MeTOIMKM 3aIHTLI HHHoPMaL;HH, TeXHOJIOTHH aHaIH3a H ipenoTBpauieHuA KHÕepyrpo3, a TaKXe cTparerHH ppekTHBHOTO o6yyeHHA yuan1nxCA H HX poIMTeIeD npuHLHnaM KHPepõe3onacHOcTH. 



TakHM oópa3oM, 1porpaMMa i1e ToJIbKO BOCHOJIHACT CYI[cCTBYIO1I(HH ripobeI B 

no7r0TOBKe y4MTenciH 10 BOnpocaM KHPcp6c30[1acitocTH, HO u crIoco6crByeT 

noBbIICHIO O611|ero ypoB1S1 1H)poBoD KyJIBTYpii B 06pasoBarelbHOH cpene. 

IV. LleIb, 3a)1a1H I 0KHJ\aCMLIC PpesyiibTaTBI IIporpaMMbI 

lenb nporpaMMbl Ino)roTOBHTB IeFaroruyecKHe KapbI K D)peKTHBHOMY 

o6ecneyeHHIO KHóepQc3onacHocTH B O6pazoBaTertbHOH cpete, hopmupoBaHMIO 

n¢poBoH KyMbTyPbl H 3aWTe HHþopmauun. 

lporpaMMa HanpaBieHa Ha pasBuTHe ipoheccuOHaTBHbIX KOMIeTeHLuÄ 

yyuTeneH B o6J1acTH IHbpoBoA esonacHOCTH, 06yyeHne ipakTHYecKMM HaBbIKaM 

3aTbl NaHHbIX H HHopMauOHHLIX CHCTeM, a Takxe Ha popMupOBaHHe y HMX 

MeTONHK npenonaBaHHA OCHOB KHõepbe3OIlacHOCTH, yYHTBIBArOIIMX BO3pacTHBIe 

ocooeHHOCTH H NoTpeQHOCTH yyauXCA. 

Ocoboe BHHMAHHe y+enAETCA paspaboTKe H peaiH3aLHH oópa3oBaTeTbHbIX 

nporpaMM 10 H¢pOBOH rHrHeHe, npoVHnaKTHKe MHTePHeT-Yrpo3, a 

obyyeHHIO neNarOrOB CTparerHAM 3alHTEI naHHLIX, IHopOBOm 9THKH H ipaBoBBIM 

acneKTaM KHÐepoesonacHOCTH B OQpasoBaTeJIbHLIX yypexneHHAX. 

3aFayn Kypca: 

1. O3HaKOMHTH CIyuaTeneH c oCHOBaMH KHõepõe3onacHOCTH, aKTyaIbHbIMH 

yrposamH H ycIneUHBIMH IpuMepamH HX IIpeIOTBPameHHA B O0pasoBaTeTbHO} cpene. 

2. O6yyHTE TepMHHOJIOrHH H KIIOYEBEIM KOHIenIHAM HHOOPMauHOHHOú 

1aHHBIX H 3aiuTEI IiepcoHalbHLIX 
Qe3onacHOCTH, IHopoBoH rHrHeHBI 
o6pasoBareIBHBIX yypex1eHHAX. H!poBo~ 

3. M3y4HTE METoNLI opMupOBaHHA y yauxcA H nenaroroB 

KyIbTYpbl, be30naCHOro IOBeNEHHA B HHTePHETe H HaBbIKOB IpOTHBOJe¯CTBHA 

KHPepyrposaM. 
4. O3HakoMHTb C COBpeMeHHBIMH 

IIn¢pOBaHHs, ynpaBieHHA A0CTYIOM 
HHCTPYMeHTaMH 

HcnOJIH30BaHHA o6ia4HbIX cepBHCOB. 

6. O6y4wT6 

yyamuXCA. 

TaKKe 

acneKT5I KHõepõesonacHocTH, 
5. PaccMOTPeTb IIpaBOBbIe H 9THYeCKHe 

BKJIO4as 3akoHONaTeJIbCTBO B coepe 3al[HTBl IIepcoHaJlbHbIX 1aHHbIX H ABTOpCKOrO 

npaBa. 

TeXHOJIOTHAMH 3aIHT5I qaHHbIX, 

GesonacHOrO 

pekoMeHJalHH 

B 

IIO 

IipoBeAeHHA YpOKOB 
MeTOIHKaM Cuyuarenem 

KHõepbe3onacHOCTH C yyeTOM BO3pacTHLIX H nCHXOJ1OrH4eCKHX 0cOõeHHOCTeH 

HHTerpaHH 

IIO 

InpHHLuIOB 

7. PaspaboraTb 
KHõepõesoriacHOcTH B 00pazoBaTeIbHLI� Ipolecc, BKIIOYaA aFanrauHIO yueoHbIX 

MaTepnaiOB M opraHH3aLHIOo e3onacHOH LH)POBOG OPpasoBareNbHOG cpeAbI. 

Ilo 3aBepiueHHH nporpaMMBI YYacTHHKH CMOryT: 

- o¢eKTHBHO opraHn3OBbIBaTb oópasoBaTeMbHbIH npouecc c yyeTOM 

ipHHIHIIOB KHPepbezoaCHOCTH, 00ecneYHBaA 3a\HTY nepcoHaIbHbIX AaHHbIX H 

In!poBoH HHHopMauHH B 06pasoBareNbHOM cpeAe. 



B 
TIpuMeHATL COBPeMCHHBIe TeXHOJIorHu H MeTOJIMKH 3auiuT6I MHHopMa1uu o6pazoBaTeNbHbIx yupexleHHAX, BKJIIO4ast 

Wn¢pOBaHnA M KOHTPOIA AOcTya. 
PaspaðaTbIBaTL 

cpetcTBa 

ajar1THpoBaTb yueoHbIe KHPepbesonacHOCTH, yYMTLIBaI BO3pacTHLIeH KOrHWTHBH5IE OcobeHHOCTH yyauMXCA. PopMupOBaTb y yuCHMKOB .HppoByio rpaMOTHOCT6, 
OTBeTCTBeHHOrO nOBeNeHHA B MHTepHeTe M HaBbIKM IpOTMBOJ[eMCTBHA KHOepyrpo3aM. 

KyIBTYPy 

B3auMOMeicTBOBaTL C KOJIJIeraMM M TeXHM4eCKHMM crre[HastHCTaMM JIA co3naHHa Pe3oInacHOH ILHVbpoBoH oopasoBaresTbHOH Cpenbi, a Takxe KOHCyJIBTHPOBaTb yyeHMKOB HX poFuTeJem INO BOpOcaM HH)OPMaLuuOHHOH õe3oriaCHOCTH. TpeooBaHHA K pesyJIbTaTaM 0CBOeHHA Kypca 

ayreHTHQnKaiunn, 

MaTepKaT6I 

- IlOHHMaHHe: CIYuaTeJIH I0J1KHEI (EMOHCTPHPOBaT5 TJIyOKoe IMOHMMAHHe ipuHUHnOB KHÐepesornacHOCTH, oCHOBHAIX yrpo3 H pHcKOB B O0pazoBaTeJIBHOM cpene, a Takxe oco3HaBaTE BaKHOCTH 3auiuT5I InepcoHaILHLIX 1aHHBIX H UHOpOBOG MHØoPMaHH. 
Cnoco6HOCT5: CnocoQHOCTE paspaõaTbIBaTE H ajarrTHPOBaTb IIporpaMMbI IOB5IITeHHA IHopOBOm rpaMoTHoCTH, IpHMeHATH METOIEI 3aIHTBI HHOOPMauHH H o6ecneHBaTH Pe30nacHyIO paboTy B uopoBom oQpasoBareIBHOM cpene. - HaBbIKH KOMAHJHOM paboTbI: YMeHHe 9hoeKTHBHO B3aHMOneHCTBOBaTb C KOJIJIEraMH, IT-cne;HaNHCTaMu, auMHHHCTpaHem oopasoBaTeIBHLIX opraHH3auu�, a TaKxe obyyaroIHMHCA H HX ponuTeJAMH IJIA 0becIeyEHHA KOMIJIeKCHO} 3a1uT5I HH)oPMaiuH. 
McnoJb3OBaHHe HopOBLIX TexHOJIOTH�: BraneHHE coBpeMeHHbIMH HHCTPYMeHTaMH H IporpaMMHbIMH cperCTBaMH IJIA 3aHTEI MaHH5IX, 00ecneyeHHA KHPepõeso1aCHOCTH O6pa3OBareJlbHbIX IJIaTþopMH IpeNoTBpaieHHA KHÐepyrpos. OueHKa u oopaTHas CBA35: YMeHHe ipoBoNUTE ayIuT HH)OPMa;HOHHom QesonacHOCTH oQpasoBareNbHOrO yypexeHHA, BLIABJIATE yA3BHMOCTH paspaQaTLIBATH pekoMeHJalHH no HX ycTpaHeHHI0, a TaKKE IlpegoCTaBJIATb KOHCTPyKTHBHYIo 0bpaTHyo CBA35 IIO BOIIpocaM LH)poBom õesonacHOcTH. MccnenOBaTeNLCKHe HaBLIKM: CnOco6HOCT5 aHaJTH3HpOBATb COBpeMeHH5Ie TeHIEHLHH B O61acTH KHbepbesoIlaCHOCTH, H3yuaTE HOBEIe IIONKON6I H MeTOAHKH 3aIHT5I 1aHHBIX, a TakOKe IIpOBONUTE CobcTBeHHLIe HCCJHeAOBAHHA B 1aHHOM 0JnacTH. Anarraua K KOHTeKCTy: l'uôKOCTb H roTOBHOCTb aqaITHPOBaT5 Mepbl KHõepõe3onacHOcTH B cooTBeTCTBHH C H3MeHAIO;HMMCA yciOBAMH ;HopOBOG oópasoBATeJILHOom cpexbI, 3akoHONaTeNbHLIMH TpeõOBaHHAMH H TeXHHYeCKHMH BO3MOXKHOCTAMH 06pasOBATeJIbHOTO yypexFeHHA. 

- IlpoeccHOHaIbHOe pasBYTHe: CTpeMJIEHHe K nOCTOAHHOMY nOBLIIeHHIO KBaIH)UKaHH, OCBOeHHIO HOBLIX TeXHOJIorHH 
MeTOAHK o6J1aCTH KHPepõesonacHOcTH, aKTHBHOe yuacTHe B ipopecCHOHaNbHbIX COO0ujeCTBax H KOH)epeHIHAX. 

IemOHCTpauuA ThheKTHBHOCTH: CnocoPHOcTb paspaQaTbI BaTL H BHeApATb ToeKTHBH5Ie CTparerHH o0ecneyeHMA KHõepõesOnacHOCTH, aHaIH3HpOBaTb 



pe3ybTaTbI H 1OBbILUATb ypoBeHb I(HhpoBOC 6e3orracHOCTH o6pazoBaTeTbHOro 

yypexneHHA. 

Ne 

1.1|BBeneHHe 
KHOepõe30nacHOCTb: 

BLI30B5I. 

Tema 

O63op 

KJIIOYEBLIe TepMHHbI, 

V. CrpyKTypa in coMepxanne IIporpamMBI 

yrpo3bI H cOBpeMeHHBIe 

I+paBOBbIX 

o6nacTH 

PoIb 

MHHOPMauan 
oQpasoBareJIbHbIX 

yypexeHHAX. 

MonyIb 1. OcHoBbI KHÐepoesonacHOCTH B oopaz0BaHun 

1 

akTOB 

CTpykTypa nporpaMMbI 

HoPMaTHBHO 

(B 80 aKaFeMM4eCKHX 4acax) 

2.1| BuIbI 

3aiIuTEI 

1.2 |OcHOBHBIE 
HHØOpMa;HOHHO} 
e3onnaCHOCTH B IIKOJIax 

MeTOM5I 

yYHTeIA 

IIOBeeHHA B CeTH. 

aceKT5I 

B 

þopMupoBaHHH 
LHopOBoH rpaMoTHOCTH 
H KyJIBTypbI Pe3oaCHOro 

By3ax. 

B 

KHPepyrpos: 
þuuIHHr, BpeFOHOCHOe 

IIO, yreKa AaHHbIX, 

COLHabHaA HHXEHepuA 

JleKuH 

Ap. 

KoJ-BO 

3alIIHTEI 

MacoB 

1 

IIpakTHYec CaMocTOTe 

KHe 

1 

3aHATHA 

Ko-BO 
sacoB 

2 

MonyTb 2. KHoepyrpo3b1 H MeTOJbI HX IipenoTBpauleHHA 

2 

JILHaA 

paQota 
KoJi-BO 

2 

yacoB 

3 

3 

3 

Bcero 

12 

12 



nepcoHabHbIX laHHBIX 
yyaiulMXCA H InearorOB. 

2.2| YnpaBieHne puckaMH B 
o6pasoBaTelbHOM cpeje: 

aHaii3 

npeFoTBpaineHne aTaK. 
IIpakTHyecKHe KeñCHI H 
pasóop 
HHIIHIeHTOB KHÐeparaK 
Ha o6pazoBaTeNbHbIe 

yypexIeHHA 

3.1OCHOBHbIe ipHHUHIbI 
3a\HTBI nepcoHaIbHOM H 
KOpnopaTHBHOÁ 
HHopMann. 

MonyL 3. 3auHTa naHIbIX H H)pOBas rHrHeHa 

IIonHTHKH Oe3onacHOCTH 
oQpasoBaTeNbHOro 
yypexneHHA: paspaõoTKa 

H BHeNPpeHHe. 
3.2| HacTpoHka õesonacHOrO 

peaibHLIX 

MHTePHeT-I0CTYIa 
IIKOJIaX H By3ax. OCHOBbI 
n!posoH rHrHeHLI: 
õesonaCHOe 
HCIIOJI53OBaHHe 
ycTpoHcTB H o6nayHbIX 
cepBHCOB 

yyeTHbIMM 

4.1 PaQoTa c napoiAMH H 

MHOrO�aKToPHaA 
ayTeHTHuKaius 
IH¢poBaHHe. 

yrposaM 

IpoTHBOneHcTBHe 
6ynnHHry 

yyainuXCA. 

Monynb 4. MHþopmauuOHHaa PesonacHOCTH yYauIHxeA H nenaroroB 

4.2 Be3oiacHOCTE 

JIHYHBIX 

3ariHCAMH: 

B 

OHJIa}H 
cpeFu 

B 

COIHaIbHLIX ceTAX 

MecceHIKepax: 3ailMTa 
AaHHbIX. 

1 

2 

2 

2 

2 

2 

2 

3 

3 

3 

10 

12 



Oprannsana paboTbI C 
poFuTeNAMH 

BOipocaM HHTepHeT 

GesonaCHOCTH NeTeii 

Monynb 5. OpraHH3aluA 6e30nacuoro o6pa3OBaTeTL10ro nponecca 

5.1OCHOBbI 
oópazoBaTeNbHbIX 

nnaTdopM H n¢poBLIX 
pecypcoB. 
Pa6ota c Oe30nacHbIMIH 

o6J1aHbIMH CepBHcaMH H 
CHCTEMaMH ynpaBieHHA 

o6yyeHueM (LMS). 
5.2 MHTepaKTHBHBIE MeTONLI 

IIIKOJIbHHKOB. 

o6yyeHnA 
KHÐepõe3onacHocTH AMA 

TlpoBeFeHHe 
TpeHHHrOB 

I+paKTH4eCKHX 

3aluT5I 

IIO KHÐepoesonaCHOCTH 

MaHHEIX. 

OCHOBaM 

6.1ILIaH neMCTBH B CIyyae 
KHõepaTaKH HIH yTeYKH 

ypokOB, 

opraHaMH 

3aHATHM 

Monyb 6. PearHpOBaHHe Ha HHIHIeHTBI H KpH3HCHOe yipaBTeHHe 

PonE aIMMHHCTparopa H 
yyureJIA B ycTpaHeHHH 

I1OcHeNCTBH� HHUHIeHTa. 

6.2| B3aHMONeHcTBHe 

yrposax. 

I+paBooxpaHHTeJIbHbIMH 

CI1eIHaIHCTaMH 

peaibHbIX 
KHÐeparak 

IT 
Iipu 

PasQop 
KeHcOB 

oopasoBaTeJIbHOG cpene 

KHõepe3or1aCHOcTH 
7.1|CoBpeMeHHble TpeHIbI B 

1 

1 

HppoBbIX TeXHOIOrHAX. 
06yyeHHe neAaroroB H 

1 

2 

1 

2 

2 

MonyIb 7. Bynyuee KHoepõesonacHOCTH H pasBHTHe KOMNeTeHUHG 

3 

2 

2 

2 

3 

12 

10 

12 



yyaiiXCA 
9THYHOTO XakepcTBa 

Ge3onaCHOrO 
nporpaMMMpOBaHHA. 

7.2 Bo3MOKHOCTH 

npoeccHOHaNbHoro 
pazBTIHA B 061acTH 

KHÐepezonacHocTH. 
PaspaboTKa 

OCHOBaM 

nepcoHanbHOrO 
1eHcTBHH 

Ge3onaCHOCTH 
nOBLIUeHHIO H)poBoA 

IIJJaHa 

Bcero 
oopasoBareNbHOH cpene 

14 

2 

28 

Conepxanne nporpaMMbI Monyb 1. OcHOBbI KHÐepõesonacHOCTH B OopasoBaHHH 

MoxyJb 2. KHÑepyrpo3bI H MeTOALI HX IIpenoTtlameHHA 

38 

BBeneHHe B KHbepõezoacHOCT5: KIIOYEBbIe TePMHHbI, yrpo3bI H cOBpeMeHHbie BbI30Bb. O030p HOPMaTHBHO-IIpaBOBLIX akTOB B o6nacTH 3auHTbI HHþOpMatuH B oopasoBaTeNbHbIX yupexeHHAX. OcHOBHbIe acineKT5I PezoniaCHOCTH B WKOMax H By3ax. PoI5 yYWTeJIA B opMHpoBaHHH UHþpOBOC 
HHþopMauHOHHO 

rpaMOTHOCTH H KyJIbTyp5I be3OIaCHOrO IHOBeeHHA B ceTH. 

Mony1L 3. 3auIHTa qaHHLIX H IHopOBan rHrHeHa 

BuJbI KHÑepyrp03: uIHHT, BpeAOHOCHOe IIO, yreYKa 1aHHLIX, COUHATbHAA HHKeHepus H p. MeToNbI 3aIlUTbI InepcoHaJTbHbIX 1aHHBIX Y4aulHXCA H nelaroroB. YnpaBIeHHe puCKaMH B o6pazoBaTeJIBHOH cpeje: aHaNH3 H ipenoTBpauleHHe arak. TIpakTH4eCKHe KeHCHI H pas0op peaTbHbIX HHUHneHTOB oQpasoBaTeJIbHbIe yupexICHHA. 

80 

KHÐeparak 

MonyL 4. MHpopMauHOHHan esonacHOCTb Y4asuxes H legarOrOB 

Ha 

OcHOBHbIe IipHHIuN5I 3aHTBI NEpcOHaNbHOH H KopnopaTHBHOÄ HHØOPMa;MH. IloJIHTHKH Oe30nacHOCTH 00pasOBaTeJIbHOro yupeK+eHHA: paspaoOTKa H BHeApeHHe. HacTpoÄKa Qe30naCHOro HHTePHeT-10CTYna B WKONax H By3ax. OCHOBbI ;HopOBOH THrHeHbI: Oe3onacHOe HCnoJIb30 BaHHe ycTpoHcTB H 00na4HbIX CePBAHCOB. 

PaboTa c napoIAMH H yyeTHbIMH 3anHcAMH (TipKeIri): MHOro�akTOPHaA ayreHTH)MKaHA H JHopOBaHHe. IlpoTHBONeHcTBHe QyuIHHIy H OHJIaÄH-yrpo3aM cpenu yyau1uXCA. Be301aCHOCTb B COlHalbHbIX CeTAX H MeCceHAKepax: 3au;Hra 



JIHYHLIX 1aHHLIX. OpraHH3auA paboTbI C poIWTeJIAMH nO BoipocaM MHTePHeT 

Oe3onacHOCTH NeTeH. 

MonyIb 5. OpraHH3auHa õesonacnOro o6pa30BaTeJbHOro npouecca 

OCHOBbI 3alHTEI oopasoBaTeNbHbIX ILJMaT)opM H LHþpoBbIX pecypcoB. PaQora 

c Oe3onacHbIMH 06naYHLIMH cepBHcaMH H CHCTeMaMH ypaBieHHA o0yYeHHeM 

(LMS). MHTepakTHBHLIe MeTONLI o6yueHHA OCHOBaM KHÐepõezoriaCHOCTH JIA 

IIKOMBHHKOB. TlpoBeFeHHe ypoKOB, TpeHHHTOB M IipakTHYeCKHX 3aHATH� IO 

KHÐepQe3onacHOCTH. 

MonyIb 6. PearHpOBaHHe Ha HHHÊeHTBI H KpH34CHOe YipaBJieHMe 
yTeYKH 1aHHbIX. 

IIuan neHcTBHG B CJIy4ae KHõeparaku MIH 
IOCJIeNCTBH� HHUHIeHTa. 

B yyuTeJIA aFMMHHCTpaTopa 

B3auMONeHCTBHe c npaBOOXpaHHTeIEHEIMH opraHaMH H MT-crneHaTHCTAMH IIpH 

yrposax. PasQop peaNbHbIX KeHcOB KHQeparak B o6pa30BareIbHOG cpene. 

yoTpaHeHMH 

MonyIb 7. By1ymee KHõepõesonacHOCTH H pasBHTHe KOMIneTeHUHÄ 

OKHIaeMbIe pe3yJIbTaTEI: 

COBpeMeHHBIe TpeHIBI B KHÑepõesonacHOCTH H IHopoBbIX TeXHOIOTHAX. 

ObyyeHHe leNaroroB H yyaIHXCA 0CHOBAM 9THYHOro xakepcTBa H õe30naCHOrO 

IIporpaMMHPOBaHHA. 
Bo3MOXHOCTH 1JIA IpooecCHOHaIbHOrO paBHTHA B 001acTH 

KHÐepõe3oniacHOCTH. PagpaboTKa InepcOHaIbHOrO IIaHa 1eHcTBHG IO IOBEIIIEHHIO 

LHHpOBOm õesonaCHOCTH B Oopa30BaTeJTBHO} cpene. 

PoJb 

Ilo oKOHYAHUU Kypca yyacmHUKU CMOZYm: 

SeKTHBHO 3anAmaT5 1aHHLIe yuauuXCA H IenaroroB OT KHOepyrpos. 

PaspabaTbIBAT5 H BHeIPATE NOJIHTHKH HH)OPMaLHOHHO¢ õesomacHOCTH B 

oopazoBareJIBHbIX yupex+eHUSX. 

IIpenonaBaT5 oCHOBBI KHPepbe3ornaCHOCTH IIKOJIBHHKaM H CTyJeHTAM. 

PearupOBaTE Ha KHóepuHUHJeHTbI H MHHHMH34poBATb HX IOCIENCTBHA. 

KOJIJIeraMH AIA opMupoBaHHA 
B3auMOneicTBOBAT5 C poniTeJIAMH H 

6esonacHom LHØpoBO} cpeNBI. 

VI. OpraHH3auHA yyeQHoro npouecca 

EAHHHIem yyeoHOTO ipoHecca ABJIAETCA ypok. OQbACHeHHe yyeoHOro 

K Kypcy c yyeTOM 

MaTepHata 6yieT IIpOB01HTbCA C yueTOM anaraLHH 

ACMOHCTpa;uA, BHJeO, HJIJIHOCTPauA, KOHCyJI5TalHA. 

yHHBepcaibHOro IONXONa 

Kypc oyjeT pas6HT Ha 4acTH H OpraHH3OBaH B TeYeHHH HeCKOJIbKHX HeAeNb, 00beMOM 

-80 4acOB. OTHOCATCA yyeQHoro Iipouecca 
K oco6eHHOCTAM opraHu3aLHH 

opraHu3alHOHHLIe hopmbI, MeTOAbI H pueMbI, npuMeHAeMBIe IpH H3y4eHHH 

aKTHBHBIX MeTONOB 06y4eHHA H LHopoBbIX TexHONOTH�. YyeQHBI� IpOlecc Qyjer 



peanH3OBaH C akKTHBHbIM BOBJIEYEHHCM CIIyuuaTeJTeç B rpyIIIOBbIe þopMbI Ooy4eHHA, o6yyeHHA C NOMOI\bIO KEHcoB H Ipo6neMHbIX CHTYaiuH, ojeHKM H O0paTHOH CBA3H. TekyuHA KOHTPOMb 6yneT opraHu3OBaH C IOMOIIbIO HabJIIOIEHMA 3a xooM BLIIIOJIHEHHLIX 3anaHnH, caMOCTONTeJIbHOM peastH3a[HH. Bce BbIIIOJIHeHHbIE 3anaHHA B BHJe pazpaboTOK ypokOB II0 KHbepbe3oriaCHOCTH H IipoeKTa 
HTOrOBbIe 

IA HHIHBHIYaibHOG paQoTbI CO IIKoJJbHMKOB NOJDKHHI ObITE 3arpy>KeHbI Ha caHT npoeKTa https://cyberacademy.ppu.edu.kz/. 3aj1aHua HMerOT xapakTep no coNepkaHHIO H opopMJIeHHIO. TeMarHYeCKHH KOHTPOIH oyneT 
anarrTupOBaHHbIÝ 

ipon3BeNeH IIO 3aBepieHHIO oipeneIeHHOrO MOIYJA. MTOrOBbIG KOHTPOJI6 ocyiIecTBJIAETCA IIO 3aBepieHHIO Bcero Kypca n 3arpy3KH MaTephata Ha caáT ipoeKTa. 

VII. yyeQHo-MeTOJHYecKoe ooecneyeHHe 
IIpu opraHH3alHH Kypca 1on01HHTeJILHO 6yiyT IIpenocTaBJIeHbI. yyeoHbIe MaTepHaJbI: IoTOBbIe yyeoHbIe MaTepHaIbI, yYeoHbIe IIpe3eHTaMH, paspabOTaHHLIe 1JIA HCInOJIB30BaHHA B Kypce. 
OHIamH-pecypCbI: ycnoBHO PecJIaTHLI� 10CTYII K 9JIEKTPOHHBIM pecypcam, BKJIO4as Be6-caíT5I, OHJIaHH-KypcLI H O6pasOBaTeIEHBIE IIJIaTHopMbI IJIA NOIIepKKH o6yyeHHA H paóOTEI C IHpOBbIMH TeXHOJIOTHAMH. 
MHTepaKTHBHbIe HHCTPyMeHTb: ycJIOBHO OecIJIaTHbI� 

IipuIOKeHHAM AJIA CO31aHHA HHTepaKTHBHLIX yyeðHIX MaTepkanoB, KOH)epeHI;M�, TecTHPOBaHHA H ApyTHX OHNa®H-aKTHBHOCTeG. 0Qpa3oBaTeJIbHbIe TeXHOJIOTHH: MHopMauA H pecypcBI IA o0yueHHA IIpenonaBaTeJTeA HcHOJIB30BaHMIO oópasoBaTeJIBHbIX TeXHOJIOrH�, BKJIIO4aA Learning Management Systems (LMS). 
MeTOIHYeCKHe MaTepHaJIbI: 

pasnaTOYHOrO MaTepHala. 
HHCTPYKI;HH IIO CO3IaHHIO 

VIII. OueHHBaHHe pesyJIBTaTOB 00yyeHHA 

IIpuMepb1 JIyYIWHX npakTHK: MHopMauua o6 HHTepakKTHBHbIX MeTONax o6yyeHHA H ICHXOIOr0-IenaroruYeCKHX NONXONOB B 06yyeHHH KHÐepõesonnaCHOCTH neTeH. 

IOCTYTI K 

Beó 

Ilo 3aBepleHHIO Kypca CiyIHaTeJIH IIpOBeAyT coPCTBeHHbIe ypokH I10 KHõepõesornaCHOCTH B KMaccax, rÊe ipenonaroT. YyeõHbIe MaTepHalbI QyAyT 3arpyxeHEI Ha caHT https:/lcyberacademy.ppu.edu.kz/B CBO00IHOM 10CTYe. 

Kprepuu oueHKH YpOBHA 0CBOeHHA AHCUHnJIHHLI 

ypokOB, 

OxuAaeMbIe pe3yJIbTaTEI: TpebOBaHHA K pe3ylbTaTaM OCBOeHHA IporpaMMbI (chopMMpOBaHHOCT5 061eKyIbTYPHbIX H IpopeccHOHaIbHbIX KOMIETeHUHm). 
OueHKa «3ayTeHO» BEICTaBJIAETCA CiyuaTeJIIM: 

3a BLIIOJIHeHHLIe iporpaMMbI 3a1aHHA. 

KOTOPbIe iponeMOHCTPupoBaJiH CBOM 3HaHMA OCHOBHOro MaTepuana Kypca nporpaMMBI B O6beMe, HeoQx0IHMOM AJIA MaJlBHeHuIero Qy4eHHA H oyAyuyeH paboT5I IIO CIeHaJIbHOCTH. 



KOTOPLe 061aaioT Hco6x0JIHMbIMH 

HeTOMHOCTH IIDH ycTHLIX OBCTaX HJIH TIHCHMCHITOM BBTIOJIHCHKH 3ajtau. 

6oJbIyio wacrL IIpoHTaHHOrO MaTepHana u TaKKe 
KOTOPIe 10Ka3aH 

oco3HaHoe yCBOCHHC H HCipaBieHe oHOOK, JoryuicHHbIe rIocsIe IOHCHeHHÝ 

ipenoaBaTeNA. 

OnenKa «ne 3aTenO» 

IIpHeBaMBaCTCA CiynaTeJIIO, TOKa3ABIIICMY cy iIeCTBCHHbIe pooelbI B 

3HaHHH 0CHOBHOTO MaTepHaia, J(OTyCTHBIITeMy TipuHIIHIIHAJTBHbIe OuIHOKH ipu 

BblOHeHAH 3a)lann0, IpeiycMOTpeHHBIX iporpaMMO�; B TO Ke BpeMa Cay iiaTeTb 

1OKa3bIBaCT, YTO 60JIbIIyIO HacTL IIpoUHTaHHOrO MaTepHana OH He 3HaeT, He MOKeT 

peiatb I1pakTIHYCCKe 3aJjaH H He MOKCT OTBeTHTH Ha loOJIHHTeSTbHHIe BOrIp0CHI. 

IIpoMeKyTobIí KOWTpoJIL 0cyil[ecTBJISETCA B XOJe ipakTueCKHX 3aHATHM 

B BAJIC MHTepaKTHBHOTO o6cyxICHHA BoipocoB H (þuKcHpOBaHMA BbIrIOHEHMA 

3aFannH B paMKax caMocTOSTeJIbHOH pabOT6I CIYIlaTeTeH (CPC), MakcuMalbHOe 

KOMNYecTBO 5aJiJIOB 3a ipoMeXyToYHLIM KOHTPOJIb- 60 6aIUIOB. 

MTOroBLIIÍ KOWTPoJIb 0cylecTBJIACTCA B BHJIe MakCHMaTbHOro KOIHYeCTBa 

6annoB 3a npoMeKyTOYHbI� KOHTpolb � 40 6asiioB. IIporpaMMa kypca cywraeTCA 

npoDFeHHOM, ecIH yyacTHHK HabupaeT He MeHee 50 6aiOB H3 CTa. 

Ilo OkOHYAHHH KYpcOB YyaCTHHKH 10J1KHbI 

3Hamb: 
OcHOBHbIe ipHHUHNbI, 

KHõepõe3onacHOcTH B O6pa30BaTeJIBHOH cpeje. 

3HaHHAMH, HMCIOT JOnycTHMblC 

IeJIH 

COBpeMeHHEIe yrpo35I HHopMauuoOHHO� be301aCHOCTH B IKO1e: uuuHHT, 

yTeYKH jaHHBIX, COLHaJIBHaA HHKEHePHA, BpeFOHOCHOe IIO. 

nepcoHaIbHBIX 1aHHLIX B 06pa30BaHHH. 

MeTONoJIOrHIO opraHu3auu esonnacHO� IHOpOBOG cpeNbi B uIKO.1e, 

BKJIIO4as 3alHTY IlepcOHaJIbH5IX JaHHLIX YYaIHXCA H IIenaroroB. 

HopMaTHBHbIe 

IIpuHLHIEI IH)poBOG rHTHeHbI H HH)OpMaLHOHHOM õesoracHOCTH 1A 

negarorOB, yyeHHKOB H poTeJIeç. 

OCHOBLI KHÐep•THKH, npaBoBbIe acieKTbI 

Ymemb: 

rpaMoTHOCTH. 

TpeõoBaHMA 

CnocoQbI ananTaLHH MarepuanoB IO KHõepõe3onacHoCTH 1A pa3HbIX 

BO3pacTHBIX Tpynn yyauuMXCA. 

- AnanTHPOBAT6 yueQHbIe MarepHaNb! 

KHÑepõe3onacHOcTH IJIA yyasuxXCA pasHOro BO3pacTa 

o6y4eHMA KHOepõesonacHOcCTH. 

3auuHT5I HHHopMauAH 

MeTOM5I oQy 4eHHA 
H ypoBHA LLHHpOBO} 

IIpuMeHATL IHVpoBbIe TeXHOJIOrHH H HHTepaKTHBHble MHCTpyMeHTb! AJIA 

co3/1aHHA 10CTyIHom, besonacHOH H M0THBAPYIOleH y4eôHO� cpenbl. 

- PasBHBaTH HaBLIKM KOMaHJHOH paõoTbl, B3aHMONeicTBOBATb C KOJIJIeraMH, 

nenaroraMH-acCHCTeHTaMH H MT-cneHalHCTaMH AJLA o0ecine4eHHA 9eKTHBHOrO 

OueHMBaTb ypoBeHb UHopOBoG QezonacHOCTH y4au{HXCA, npoBoHTb 

MMarHoCTHKY |4poBbIX pHCKOB H paspaaTbIBATb HHAHBHAyaJlbHble pekOMeHÊAUHH. 



aFarTHpoBaTb IipoeKTHIbIe 3aiaHHA 
KHóepbezonaCHocTH, BKIIO4aA ipakTHYCCKHe KeHCbl, CI;eHapuu KHOepuHIIHIeHTOB H 3anaHHA INO UH)poBom rHTHeHe. 

PaspabaTbIBaTb 

Ilo OKOH4aHHH Kypca yuacTHHKH 6yyr OCHaIeHLI KOMIIJTeKCHbIM 
OHMaHHeM KHbepezonacHOCTH B 06pazOBaTeJIbHO� cpele H creinpuyeCKHMH HaBbIKaMH, Heo6xONHMEIMH 9hheKTHBHOrO o6ecreveHHA uHþpoBoH 
bezonaCHOCTH yyauHxCA H IeNaroroB. OHH CMoryT BHeipaTL Oe3oriaCHLIe LUM)poBbIe 
npakTHKH, ananTHpoBaTb yyeóHbIe MarepHaIbI IIO KHõepõezonacHOcTH opMHpOBATb ycTOGYHEYKO KyIbTYpy MH)opMauHOHHOC õe3oriacHOCTH B IIKOTe. 

IX. IlocTKYpcoBOe compOB0KIEHHe 
IlocTKypcoBOe conpOB0KIEHHe BKJIIOYaeT: 

ipoeKTOB. 
-

IIO 

- MeHTOpCTBO H I01IepKKa JIA yyaCTHHKOB B Ipouecce peatH3auHH 

BebuHapsi H ceMMHapbI C 9KCnepTaMH B O6nacTH KHÐepõesoriacHOCTH oopasoBaTeNbHOH cpenbI. 
- l pyNOBBIe AHCKyccHH H þopyM5I IJIA OÔMeHa oMbITOM H pecypcaMu. -OueHKa yyacTHHKOB YEpes ipoeKTbI, CaMOOLEHKy H yyeoH5Ie IIopTOO.IHO. STa IIporpaMMa io3BOJIHT CIyiHaTeJIAM YBepeHHO BHeAPATH 3HaHHA H YMeHHA o61acTH KHõepõesonacHOcTH 00pasoBareIbHOG cpeNbI, IIOBEIIIIaA KayecTBO 

oopa3oBaHHA. 

X. CnHcOK 0CHOBHOH H 10n0JIHHTeJIHOH JIHTepaTypbI OcHOBHaa numepamypa: 
1. 3akOH PecTy6JIHKH KasaxcTaH OT 27 HOJIa 2007 rona No 319-III. «OQ oopazoBaHHH» C H3MeHeHHAMH H 10IOJIHEHHAMH Ha 15 anpeia 2025 ron. 2. 3aKOH PectyoIHKH KasaxcraH OT 24.11.2015 r. «O6 HH)oPMaTH3aL[HH» c H3MeHeHHAMH H 101OJIHEHHAMH Ha 08 AHBapa 2025 rONa. 
3. 3akOH PectyQiuKH KasaxcTaH 0T 1 IOJIA 2024 rona No 103-VIII 3PK «O Hayke H TeXHOJIOTHYeCKO IOJIHTHKe>. 

4. IIpaB4la ipoHnaKTHKH TpaB1u (6y1IHHra) peõeHKa, Ilpukas MMHHCTpa npocBeIeHHA Pecny6JIHKH KazaxCTaH OT 21 nekaopa 2022 rona No 506. 
5. 3akOH PecnyonHKH KasaxcTaH 0T 3 Maa 2022 rona Ng 118-VII 3PK «O 

BHeceHHH H3MeHeHH� H 1010JIHeHHÄ B HeKOTOPbIe 3akOHONaTeJIbHbIe aKTbI PecyoIHKH KazaxcTaH n0 BOIpocaM 3aIHTbI Iipas peõeHKa, oQpasoBaHHA, MH)opMauuH H HH)opMaTH3alHH». 
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7. HauHOHaNbHbIH IJJAH pa3BuTHa Peciy6JIHKH Kasaxcrar JIO 2029 rona. DTOT 

nOKYMeHT Pb11 yTBePK)IËH Yka3oM IIpe3uFeHTa Pecny6nuKu Kazaxcrar OT 24 ar1pesia 

2024 rona No 611. o6meo613aTeJTbHbIe CraHJ[apTBI IOUIKOSIbHOro 

BOCIIHTaHHA H o6yyeHHA, HyaIbHOro, oCHOBHOrO cpe[Hero H obUIero cpeHero, 

H npodheccHOHaNbHOrO, 10cJHecpeIHero o6pazoBaHHA, IpHKa: 
TeXHH4eCKOTO 

MHHHCTpa npocBeIIeHHa Pecny6IHKH KazaxcTaH oT 3 aBrycta 2022 rona No 348, c 

143MeHeHHAMH H 1010JIHeHHAMH Ha 15 aripesiA 2025 rota. 

8. TocynapcTBeHHbIe 

KBaNH)HKauHOHHbIe 
IOTKHOCTeH 

9. THnOBLIe 

InenarorHYeCKHX paboTHHKOB H IipupaBHeHHbIX K HUM JIHIL. ITpuKaz MOH PK oT 13 

HIONA 2009 rona No 338 - B penaKLHH IIpHKaza MMHHCTpa oQpazoBaHHA H Hay Ku PK 

OT 30.04.2020 No 169, c BHeceHHbIMH H3MeHeHHAMH H oTOJTHeHHAMH Ipaka3OM 

MuHHCTpa ipocBeIeHHA PecriyQ1HKH KazaxcraH oT 30 ar1peTa 2025 rona No 98. 

xapakTepHcTHKH 

10. KoHuenuHA KHõepõesonacHOCTH ("KuoepuIHT KazaxcTaHa"). YTBepxAEHa 

IlocTaHOBJIEHHEM IIpaBuTeNbCTBa PecnyoIHKH KazaxcTaH OT 30 KOHA 2017 rona No 

407 (c H3MeHeHHAMH Ha: 17.03.2023). 

nopoBo� TpaHcoopMaunn, pa3BHTHA oTpaciH 
11. KOHIenIHA 

HHØopMalnOHH0-KOMMyHHKaLHOHHBIX 
TeXHOIOTH� H KHÐepõezorlacHOCTH Ha 2023 -

2029 roIbI, YTBepxFeHHa IlocraHOBIEHHEM IIpaBuTeIbCTBa PecnyQ1uKH KasaxCTaH 

OT 28 MapTa 2023 rona No 269. 

12. IIpoeccHOHaTbHLI� CTaHNapr "Ilenaror", yTBepKIEHHBI� npuKasoM H.0. 

MuHHCTpa npocBeIEHHA PecnyQIHKH KasaxcTaH 0T 15 gekaõpa 2022 rona No 500. 

13. CraHnapT KHõepbesonacHOCTH CT PK IECPAS 62443-3-2017 «CeTH 
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JononHumenbHaA Mumepamypa: 
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